
SSI Research Library

Copyright SANS Institute

Author Retains Full Rights

http://preview.sans-ssi.org
http://preview.sans-ssi.org


©
 S

A
N

S 
In

st
itu

te
 2

00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

 7,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

© SANS Institute 2007, As part of the Information Security Reading Room Author retains full rights.

Automated Scanning of Oracle 10g Databases 

GSOC Gold Certification 

Author: Rory McCune, rorym@mccune.org.uk 

Adviser: Paul M. Wright 

 

 

Accepted: January 23rd 2007 

 



©
 S

A
N

S 
In

st
itu

te
 2

00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

 7,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

© SANS Institute 2007, As part of the Information Security Reading Room Author retains full rights.

 

Abstract 

This paper should be of interest to people tasked with auditing the 

security of Oracle databases and also with security tool authors who 

focus on Oracle.
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Introducing RoraScanner 

• 

• 

• 
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Unix file permissions & ownership 
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Windows file permissions & ownership 
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Automated checking of Oracle file permissions - UNIX 
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Automated checking of Oracle file permissions – Windows 
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Automated checking of Oracle initialization files 
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Default and easily guessed password checking 

 

Existing Tools – There are a range of existing Oracle password checkers 

available. Some of these just check for default passwords whilst other 

look for easily guessed ones as well. 

Orabf - http://www.toolcrypt.org/index.html?orabf  

bfora - http://www.digitalsec.net/stuff/tools+misc/bfora.pl  
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Oracle patch level checking 
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Password profile checking 
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User rights checking 
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Database parameter checking 
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• 

• 
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Anatomy of a Check  

def version_scan 
      def find_version(version_string) 
      version = version_string[/\d+\.\d+\.\d+\.\d+\.\d+/] 
      return version   
    end 
    @version_scan_source = "SCORE" 
    @version_scan_description = "This check returns the version of Oracle in use on the database" 
    @version_scan_sql = "select * from v$version" 
    @version_scan_implications = " " 
    @version_scan_banner = "Oracle Version" 
    @version_scan_vuln_class = "Informational" 
    @version_scan_version = "all" 
    @version_scan_column_names = %w[Component_Name Version_Number] 
    @version_scan_results = Array.new  
    @conn.exec('select * from v$version') do |r| 
      if r[0]=~/Oracle/  
     @version_scan_results << ['ORACLE', find_version(r[0]) ] 
      end 
      if r[0]=~/PL\/SQL/ 
     @version_scan_results << ['PLSQL', find_version(r[0]) ] 
      end 
   if r[0]=~/CORE/ 
        @version_scan_results << ['CORE', find_version(r[0]) ] 
      end 
      if r[0]=~/TNS/ 
     @version_scan_results << ['TNS', find_version(r[0]) ] 
      end 
      if r[0]=~/NLSRTL/ 
        @version_scan_results << ['NLSRTL', find_version(r[0]) ] 
      end 
    end 
    @completed_checks << "version_scan" 
  end 
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Installation Instructions 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
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